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1.Chapter One: Installation and Login

1] One-click installation: Double-click the exe installation file and follow the installation
instructions.

l Smart Pass Management Platform

Please Hote:

HIPS application doesn’t contain any malicious code that
harm yvour ¥indo¥s system. Please give confirmation to
proceed, 1f the installation process 1s being intercepted
by any antivirus software!

Confirm

Note: If the installation process is blocked by a system firewall or third-party antivirus software, always
choose to allow the program to operate. Otherwise, the installation process may fail and become unusable.

e After the program is installed, the application service is automatically started by default.

e After the start-up is complete, click the "Copy" button. Open the chrome browser and paste the link to open
the application. Enter your username and password to log in. ( username: admin | password: 123456)

SmartPass



(3 ' Smart Pass Management Platform

Making machines better for humans

0 SmartPass system upgrade: You only need to overwrite and install the SmartPasssystem
software version installation package higher than the currentversion.



2.Chapter Two: Console

Console provides an overview of the number of devices and online status; statistics on the face scan (total
face scan, employee face scan, visitor face scan, stranger face scan); today's pass and real- time
monitoring (employees, visitors, blacklists, and body temperature); and provides quick access to view

details.

N Smart Pas
Manag




3.Chapter Three: Device Management

3.1 Device list

[Device List] It contains all device information connected to the system. You can perform single,
multiple, and grouping management operations on the device.

Smart Pass

1 Management Platform = : caojian
) Console Device management / Device list
T [ T R
« _ # Allgroup Devicename  ~ Q| =
W Default group
’ Devic i Access type e Vissitas IP address MAC Address Operate
BCFCADD38A43 Enter the gate ® Online 2108 1929.51.221 BCFCADD38A43 H=E2-0 ' H
BCFCAD036372 Enter the gate ® Online 2108 192.9.50.194 BCFCAQ036372 ==e e
BCFCAQO35EFC Enter the gate ® Online 2108 1929.51.1 BCFCADO35EFG EEQo U
3.1.1 Parameter settings
Select the specified device in [Device List] and click Parameter settings to configure the
parameter information of the device, as shown in the figure below:
Parameter seftings
Company name: ddddssss Voicemode: | Broadcast name -

Password setting. | g Woice personalize: {name}
Similarity: | B0 Display mode: Display name -
Recognition interval: 10000 Display personalize: {name}
Serial mode: | No output Stranger voice mode: Stranger alarm -
Serial port personalize: | {idcardMum} Stranger voice personalize: | Stranger recognition

Wiegand output:

Relay contral:

Access type:

1D card:

Output IC card numbersWG26

Modes1

Enter the gate

Off

Living identification level

Recognition distance;

Red photo flood lamp

Quick identification (re:

1.50

Swipe the cards

On

commend it when someone on duty)

Caniee m
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3.1.2 Power control

Select the device in [Device list] and click "Shutdown", "Restart", and "Reset" under "Power Control" to
remotely shut down, restart, and reset the device.

caojian
- j

Device management / Device list

== T ey e

Shut down

W Defaultgroup Reset
Acceas type Online status
a Device name Version 1P address MAC Address vperate
/] BCFCADDIEA43 Enter the gate ® Online 2108 192951221 BCFCADO38A43 E=o W
BCFCADD36372 Enter the gate @ Online 2108 192950194 BOFCABO36372 EEO W
BCFCADOASEFC Enter the gate ® Oniine 2108 929.51.1 BCFCABOISEFC EEe Rl

3total  10Note/Page ~ 1 Page Jump

3.1.3 Body temperature test
Select the device in [Device list], or select the group, and click "Body temperature detection" to set the parameters of

temperature detection: temperature detection switch (default on), alarm threshold (default 37.3), alarm switch,
compensation temperature, Centigrade or Fahrenheit, mask settings (default off), etc.

Temperature detection setting

Compensation | 0.3
temperature

able for normal o low temperature conditions|

abie for high temperature conditions}

Mask detection on @ Off

SmartPass



Body temperature

=t |

Alarm threshokd

Body temperabure
alarm

Temperatue display

Compensabon
iemperature

Scene selechion

tase detection:

San

Stranger detection:

Stranger record:

employes necord:

visor recond:

resincled recond

3.1.4 Client upgrade

&) Jn

1005

i
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Oiff

o

Cenfigrade (8 Fahrenhei

) Audomatc fuA-3nmaal

L)

]

1 Cm

On

yindoor

Chuadoarn

an

Of

o

Ciff

Ciff

Select the device in [Device list] and click "More-Client upgrade" to enter the device software upgrade page. On this
page, you can see the list of uploaded device software. Select the software version of the device to be upgraded and
click the upgrade button to complete the device software upgrade operation. It supports online and offline upgrade

operation.

SmartPass

Upgrade Client

Select

Saftware name. Upload time download link

MIPS_GATE_Basic_V21.08 i ttp://192.9.50.27.9000/MIPS/res [pfm/apk/7FAAF631 S36CI0FE
apk S e 6D60AS9417F33361 apk

1 total 10Note/Page 11 Page Jump
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3.1.5 Volume settings

1) General settings: Select the device in the [Device List] and click "More-Volume setting" to set the
volume of the selected device. The volume value can be set between 0-100 and the default is 20.

2) Silent setting: Select the device in [Device list], click "More-Volume setting", and select "Silent mode"

in the pop-up tab.

SmartPass



3.1.6 Auto-start

Auto-start: When enabled, the application will start at start-up, and when it is closed, it will not start at start-
up. In [Device list], select the devices that need to be set to start automatically, and click the "More-Auto-
start" button to enable or disable this function.

Auto-start settings
Auto start: ()

3.1.7 Application daemon

Application daemon: When this function is enabled, the application will automatically jump back to the playback
interface within 1 minute after exiting the application page. When it is disabled, it will not automatically jump back. In
[Device list], select the devices that need to set application daemon, and click the "More-Application daemon" button to
enable or disable this function.

Application daemon settings
Application daemon: ()

3.1.8 Open the door remotely

After corresponding to the device records in [Device list], click the "Open the door remotely" button to
open the corresponding gate.

3.1.9 Delete

Select the device to be deleted in the [Device list] and click the "Delete" button to complete the delete
operation. Only offline devices are supported. It supports single or multiple device operations.
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3.1.10 Move group

In [Device list], select the devices that require mobile grouping, and click "Mobile Grouping". In the pop-up
window, select the target group you want to move to, and you can complete the group move operation
after you confirm it. It supports single or multiple device operations.

Move groups

3.1.11 Personalize list

The information displayed in the list can be selected as needed in the Personalize list.

Personalized list

Device name B Access type [ Orline status B version
Available space [ IP address [ MAC Address Belonging group

Volume Offfine time

SmartPass



3.1.12 Device details

SmartPass Management Platform User

The device details include basic information, device settings, and remote operation.

1] Basic information: View device information, edit device name, device address, etc.

Device management / Device list / Device details

Basic information

Device information

Device
name:

device ID:

Software V2.1.0.8
n

visio:

Available 3.90GB

space:

Device EGAZE
group.

Note: 4

Device settings

BCFCADO38A43 4

Remote operation

Access type: Enterthe gate

Motherboard rk3288
model
MAC: BCFCADD38A43

Screen:  800%1280

Firmware
versicn:

keys

IP address: 192.9.51221

Android/rk3288/rk3288:7.1.2/NHGA47K/wxI03261100:userdebu

0 Device information: You can view and modify device parameter information, display settings, and
other settings

Company name

Recognition interval

Wiegand output:

Voice mode:

ICFEE

10000

Output IC card numbersWG26

Broadcast name

Living

Display personalize:  {name}
Quick

level
IDeard: | Off

Display settings

LOGO upload

Other settings

Volume setting

it when

Password sefting

Serial mode:
- Relay control
- Voice personalize:

Stranger voice mode:
= | Recognifion distance:

- Red photo flood
lamp:

test.

SmartPass

60

No output

Modes0 -

{name}

Stranger alarm

1.50

On

Silent mode

Delay

5

Similarity

> Serial ant
personalize:

Access type
Display mode

% Stranger voice
personalize

IC card:

80

{idcardNum)

Enter the gate

Personalize

Stranger recognition

Person & card comparsion



I Device operation: restart, shutdown, reset and remote door opening.

Device management / Device list / Device details
Basic information Device settings

Shut down

3.1.13 Device monitoring

Device monitoring includes two parts: real-time monitoring and log monitoring.

0 Real-time monitoring: You can view the device name and online status, and load and display the
current screen of the device. You can also restart and shutdown.

Device management / Device list / Device monitoring

Log monitoring




Device management / Device list / Device monitoring

Real time monitoring Log monitoring

Upload log.

Operation type Operation content

3.1.14 Grouping operation in Bulk

Log monitoring: View related operation logs of the device.

Operation | All
result:

Operating time

2020-04-08 17:47:45
2020-04-08 17:40:31
2020-04-08 17:38:03
2020-04-08 17:25:31
2020-04-08 17:23:46
2020-04-08 17:10:28
2020-04-08 15:58:57
2020-04-08 15:58:38
2020-04-08 15:29:09

2020-04-08 15:28:31

42 total

Operation
time:

10Note/Page =

Operation resuft
® Succeeded
® Succeeded
® Succeeded
® Succeeded
® Succeeded
® Succeeded
® Succeeded
® Succeeded
® Succeeded

® Succeeded

Device reception
time

20200408 17:47:45
2020-04-08 17:40,32
2020-0408 17:40.32
2020-04-08 17:25:31
20200408 17.23:46
2020-04-08 17:10:28
2020-0408 17:4031
2020-04-08 15:58:38
20200408 15:20.00

2020-04-08 15:28:31

Page Jump

Batch operations can be performed in the device group by selecting the device group. It supports parameter
setting, shutdown, restart, reset, client upgrade, volume setting, auto start and application daemon for the

entire device group, as shown below:

Device management / Device list

Parameter settings

~ B A Bodytemperature test

Shut down

Device name
Restart
Reset BCFCAD038A43

Upgrade Client BCFCAD036372

Yoliesenings 8CFCADO3SEFC
Aute start

Application daemon

Access type

Enter the gate

Enter the gate

Enter the gate

Online status

® Online

® Online

® Online

T e e

Version

2108

2108

2108

3 total

Device name

IP address

192.9.51.221

102.9.50.194

1929.51.1

10Note/Page =

MAC Address

BCFCAQ038A43

BCFCA0036372

BCFCAQ035EFC

Q =

Operate

E=o U

E=o U

E=o 0k

1 Page Jump

If there is no device under the selected group, a prompt will pop up: there is no device under the selected
group, please select again. If there are devices under the selected group, the original settings will be

overwritten after the batch setting is prompted.

3.1.15 Device grouping management

Device grouping uses structure grouping by default. Each user group has a default device group. You can
add, modify, and delete device groups on the user group. The operation is similar to the user grouping in

[Group structure].
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3.2 APK list

[APK list] The page contains client software list information and software version upload and delete
operations.

3.2.1 Delete APK

Select the software version to be deleted in the APK list and click. 1]

Devico management / APK i ==
Software version Software name Upload time download link Operate
v2ios8 MIPS_GATE_Basic_V2.1.0.8.apk 2020-04-08 11:08:16 http://192.9 50 27+ p pk/7FAAF631536CI0F| A59417F93361 apk m

Ttotal = 10Note/Page ~ 1M 1 Page Jump

3.2.2 New APK

Click m to open the [Version Upload] page, and upload software files on this page.

Upload APK

+ Types: @ Android

* Upload files: @ Click to upload

SmartPass



4.Chapter Four: Personnel Management

4.1 Employee list

The employee list is used to manage employee information, such as viewing, adding, editing, and exporting
employee information. Employee information can be added individually or in bulk. The batch adding
operation requires information import in bulk first, and then portrait import in bulk.

Portrait photo Employee ID Name Phone number Email Creation time Operate

i
)

o

Fr - I

it i) il

shskmOND

4.1.1 Add employee information individually

Steps:
1) In[Employee list], click the "Single addition" button to enter the employee addition page;
2) Fillin the personnel ID, name, gender, belonging group, phone number, ID card number, IC

card number, nationality, place of birth, date of birth, contact address and notes. Add a face
recognition photo and click "Save" to complete the employee creation operating.
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t /P Ilist / Single addition

* Personnel |D:

* Name:

Genders: -

Face recognition 1

s

* Belonging group: -

* Phone number:
Email:

1D number:

IC card number:
Native places
Date of birth:

Contact address:

Mote:

-

Upload a face recognition photo description
0  Upload from local

Click "Upload from local" to open the local folder, select the jpg and png portrait photos in the
folder.

Note: Portrait photo specifications
1. Please choose a front-and-bareheaded photo in the past three months, with clear and even-light image.
2. The recommended size is 640 px * 480 px, and the size does not exceed 500kb. Only jpg and

png file are supported.
3. Faces should account for more than 1/3 of the photo, avoiding photo blurring, wearing

sunglasses, excessive facial-up, and head rotations.

SmartPass



0  Register from device
Click "Register from Device" to open the Select Device window and select an online device. Once
determined, the device will enter the photo state. After the photo is taken and verified, the photo will
be sent back here from the client.

4.1.2 Import employee information in bulk

Steps: In the [Employee list], click the "Add in Bulk - Information Import in Bulk" button.

1) First step click "Download Template". Download the excel template file to your computer with the file
name "SmartPass Personnel Add Template in Bulk.xIs". Then fill in the employee information in bulk.

2) In the second step, click "Upload excel file". Select the excel file with the employee information filled in
and upload it. If the file is uploaded successfully, the upload success status and file name will be
displayed.

3) In the third step, click "Start import". During the import, there will be a progress bar showing "Importing
personnel information (1 / total number of people)". After the import is completed, it prompts "Successful
batch import of personnel information". After the import is completed, return to the [Person List] to view
the imported personnelinformation.

Personnel management / Personnel list / Import information in bulk

Description of import method

0 Import without overwriting: When importing a file two or more times, duplicate employees are not imported.

And the system will prompt abnormal duplicateinformation.

0 Overwrite import: The second import will overwrite the information of the employee that was imported
for the first time without prompting for duplicate information.

Description of import failure exception

0 The content or format of the uploaded excel file is incorrect and does not meet the template specifications.
Click to start the import, and a prompt will appear: "The file content or format is incorrect. Please fill in the
employee information according to the template requirements.

0 A field in the employee is malformed or should not be duplicated. After the import fails, the reason for the

failure will be notified in a table. After modification, you can re-import.

4.1.3 Import portrait photos in bulk

Steps: In the [Employee list], click the "Add in bulk - Portrait import in bulk".

1) Step 1, click "Zip file selection" to open the Select Folder window and select the file upload. After the file
upload is successful, the current file storage path isdisplayed.



2) Step 2 click "Start Import", and a progress bar will be displayed during the import: the number of
imported files / the total number of folders. And there will be a prompt message: x sheets have been
successfully imported; x sheets failed. After the import is complete, the progress bar displays: The
portrait photos in this folder have been imported.

Personnel management / Personnel list / Import in bulk

Portrait import rules:

Description of portrait import rules:

0 [Portrait file naming] The naming of the portrait file needs to correspond to the personnel ID. After the upload is
successful, the corresponding person portrait information can be viewed in the person list.

1 [Format and size] Only two file formats of jpg and png are supported, and the size of each portrait file must not
exceed 500k. Files that do not meet the requirements will not beimported.

0 [Portrait Restriction] Faces need to account for more than 1/3 of the photo. Please choose a front- faceless photo
in the past three months. The avatar is clear and the light is uniform. Avoid the avatar cannot be used for face
recognition.

0 [Select Folder Upload] After the above conditions are met, place the named portrait photos in the specified folder
and select the folder toimport.

Description of failed portrait import

0 If the size of an image file does not meet the requirements, the import will fail. After that, a table will appear to
display the information of the portrait file that has not been successfully imported. After modification, you canre-

import.

4.1.4 Export employee information

In [Employee list], click the "Export" button to export all employee information in the list to the file
"Employee Information.xIs" and download it.

4.1.5 Refresh employee information

In [Employee list], click the "Refresh" button to refresh all employee information in the list to the
latest state.



4.1.6 Staff details and editing

0  Employee details

In [Employee list], after corresponding employee information, click the "Employee details" button, you can
enter the details page to view specific employee information.

0  Employee edit

On the details page, click the edit button to modify the employee's basic information and photo
information. After modifying the information, click Save.




4.1.7 Employee grouping management

Employee grouping uses the organizational structure grouping by default. There is a default employee
grouping under each user group. You can add, modify, or delete employee groupings on the user group
by yourself. The operation is similar to the user grouping in [Group Structure].

4.2 Visitor management

Visitor management is used to view, add, edit, and export visitor information.

Personnel management / Visi

Portrait photo Visitor ID Name Phone number Email Creation time Operate

D iJ

4.2.1 Add visitor individually

Steps:
1) In [Visitor Management], click the "Single Add" button to enter the visitor adding page.

2)Fill in the visitor ID, name, gender, affiliation group, mobile phone number, ID card number, IC card
number, ethnicity, nationality, date of birth, contact address and remarks, add face recognition photos
and click "Save" to complete the visitor operating.



Persannel management / Visitor management / Single addition

* Personnel ID:

* Name:

Genders: -

Face recognitien
portrait:

ght image.

e

* Belonging group: -

* Phone number:

Email :

1D number:

IC card number:

Native place:

Date of birth:

Contact address:

Naote:

o -

Upload a face recognition photo description

0  Upload from local
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Click "Upload from local" to open the local folder, select the jpg and png portrait photos in the

folder.

Note: Portrait photo specifications

4. Please choose a front-and-bareheaded photo in the past three months, with clear and even-light image.

5. The recommended size is 640 px * 480 px, and the size does not exceed 500kb. Only jpg and png file are

supported.

6. Faces should account for more than 1/3 of the photo, avoiding photo blurring, wearing sunglasses,

excessive facial-up, and head rotations.

0  Register from device

SmartPass



Click "Register from Device" to open the Select Device window and select an online device. Once
determined, the device will enter the photo state. After the photo is taken and verified, the photo will
be sent back here from the client.

4.2.2 Export visitor information

In [Visitor management], click the "Export" button to export all visitor information in the list to the file
"Visitor information.xls" and download it.

4.2.3 Refresh visitor information

In [Visitor management], click the "Refresh" button to refresh all visitor information in the list to the latest
state.

4.2.4 Visitor details and editing

0 Visitor details

In [Visitor management], after corresponding visitor information, click the "Visitor details" button to enter
the details page to view specific visitor information.

0 Visitor edit

On the details page, click the edit button to modify the visitor's basic information and photo
information. After modifying the information, click Save.



4.2.5 Visitor grouping management

Guest grouping uses the organizational structure grouping by default. Each user group has a default guest
grouping, which can add, modify, and delete guest groups on the user grouping. The operation is similar
to the user grouping in the [Group structure], which is not described in detail.

4.3 Blacklist management

Blacklist management is used to view, add, edit, and export blacklist information.

Personnel management / Blacklist management

- @& Allgroup (1)
38 Defauit group |

Portrait photo Blacklist ID Hame Phone number Email

21 22800 5200000000

4.3.1 Add blacklist individually
Steps:

1) In [Blacklist management], click the "Single Add" button to enter the blacklist additionpage.

2) Fillin the blacklist ID, name, gender, belonging group, phone number, ID card number, IC card number,
ethnicity, birthplace, date of birth, contact address and remarks. Add face recognition photos and click
"Save" to complete the blacklist create operation.

Personnel management / Blacklist management / Single addition




Upload a face recognition photo description
0  Upload from local

Click "Upload from local" to open the local folder, select the jpg and png portrait photos in the
folder.

Note: Portrait photo specifications
7. Please choose a front-and-bareheaded photo in the past three months, with clear and even-light image.

8. The recommended size is 640 px * 480 px, and the size does not exceed 500kb. Only jpg and png file are
supported.

9. Faces should account for more than 1/3 of the photo, avoiding photo blurring, wearing sunglasses,

excessive facial-up, and head rotations.

4.3.2 Export blacklist

In [Blacklist management], click the "Export" button to export all the blacklist information in the list to the file
"Blacklist information.xls" and download it.

4.3.3 Refresh blacklist information

In [Blacklist management], click the "Refresh" button to refresh all the blacklist information in the list to the
latest state.

4.3.4 Blacklist details and editing

I Blacklist details

In [Blacklist management], after corresponding to the blacklist information, click the "Blacklist details"
button to enter the details page to view the specific blacklist information.

1] Blacklist edit

On the details page, click the edit button to modify the basic information and photo information of the
blacklist. After modifying the information, click Save.



4.3.5 Blacklist grouping management

The blacklist group uses the organizational structure group by default. Each user group has a default
blacklist group. You can add, modify, and delete blacklist groups on the user group. The operation is similar

to the user grouping in [Group Structure].
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5.Chapter Five: Pass Management

5.1 Pass records

View all the identification records on the device, which can be grouped and filtered by device. The data
body temperature value is greater than or equal to 37.3 degrees to display red font, less than

37.3 degrees to display green font, no temperature data display "none". There are three passage states:
normal body temperature, abnormal body temperature and no mask.

Pass management / Pass records

- & Aligowp Date range: Q

» W Default group .
ceess

Snap Device - Creation
o Mame D Body temperature Pass status i direction &
N 202004
HE002 Visitor Nene ® No mask wearing alrca IC card 08
38A43
17:09:20
2020-04-
) Employe , 8CFCAQD %
caajian None ® No mask wearing 1€ card 08
. 38843
17:09:12

Fi 202004
E Employs . 8CFCADD i
§  caojen 5 None ® No mask wearing bty recognit 08
on 16:57:28
" Fi 202004
¥ Employe , 8CFCADD ol &
] cacjian None ® Body temperature is normal. recognt 08
e 36372
on 16:57:25
- E 202004
Employe BCFCADD .
1 caojien None ® Body temperature is norma recogniti 08
! " 36372 -
on 16:55:5%
u Face 2020-04-
Employe SCFCADD e
B cacjien None @ Body temperature is normal. o recognt 08
N ! on 16:55:49
[ F 2020-04-
7 Employe ) BCFCADD .
: caajian Nene ® Body tempersture Is normal. recogiti 08
. 36372 )
on 16:55:46
: Fi 202004
_ Emplaye - = _ BCFCADO R
8 caojin i 36.5C ® Body temperature is normal. el recogniti 08

5.1.1 Export

After filtering the pass records through filter criteria, all the pass records queried can be exported to excel file. It is
allowed to cancel the export during the export process.
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’ HAurger Trasgw HLU Y Horreal body Inrpumtors  FOFCAMIBEE]  Fac romang JLX0-BEHH 152035
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Chwrger  Cheeger OB BT Horeal bodp tampeastere  BLFCARIESSE  Facw wepng VAR 15 00 50
Siwrge Fiaper | GTEC T Hurraal bodp (ergesiore  FIFCSIEREER  Faoe swsperg MEAHIGOM 1507 45
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Siwrge Sieeper 3 TUEE 1T Huraal bodyp 1prgesiore FIFCSIERGEEE  Faoe superg PRAHIE 1R 1T 1D

5.1.2 Export records

The system will record the operation of each export pass record and generate an export record. If the export
succeeds, the export status will be recorded as "completed", and if the export is canceled, the export status will be
recorded as "canceled". The export record in the completed state allows downloading the exported excel file again,
and all export records are allowed to be deleted.

; | e | e | e |

¥ —
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5.1.3 Close Display Settings

This feature allows users to select whether hide or display captured picture and body temperature on the server.

Faes managednent | F

. SE———

Q
Bran TaFhndn = o -
Huree Dty S I b Ao T [
] T nar:
-
.

Click close display setting, the captured photo and temperature will be hidden
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5.1.4 Delete settings

It's available to delete the strangers records automatically, the minimum retention period of stranger’s records is 1 day.

Pasa management | Faw oo
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5.2 Pass permission

Manage the access rights of added employees and visitors.

Pass management / Pass permission Employee pass permission

~ "W Default group

Portrait check persommel 10 " o Phone ot
W BCFCADD38A43 (126) alae S e b Expaation dae LoH
MW BCFCADD36372 (126)
' @ Checked 304 2= 0 i Permanent n
BB SCFCADOISEFC (126) yee
Emplo 1500000
® Checked 302 gui xuan v bk Permanent [
Empl 1500000
® Checked 301 =] W:p 2 i Permanent w
Visito 1510000 from 2020-04-08 0000 to 2020-
® Checked 12 B2
S 5 r 0001 0408 23:59 ®
- Emplo 1500000
® Checked 303 caojian o = Permanent ”
. Visito 1510000 from 2020-04.08 00:00 o 2020-
® Checked 11 sEE00 : = e )
Emplo 1382333
=7
® Checked 199 BET ol o Permanent ”
Empl 1361264
® Checked 1903 T e s Permanent 1]
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5.2.1 Employee pass permission settings

Steps: Enter the [Pass permission] page and click the "Employee Access Authorization" button.

0
1)

2)

Pass permission

Select personnel, devices, pass permission and permanent effective time, and click "Save" button to
start pass permission. After the device is successfully authorized, the person can pass the gate and

the validity period is permanent.

Select personnel, devices, pass permission and temporary effective time, and click "Save" button to
start pass permission. After the device is successfully authorized, the person can pass through the
gate within the time range set by the validity period. If the validity period is exceeded, the recognition

fails.

Pass management / Pass permission / Employee pass permission

EmployeelD Hame Phane number Creation time

No Data

Step two: Device Selection
Alternative devices list 0/3 Selected device list 0/0

- | 4 Alligroup




Description of Pass permission:

0 Click the Save button to start the pass permission. Present the current synchronization status, authorization
progress, number of successes and failures of each device in the form of a list, and display device names.

0 The person who failed the authorization is recorded in the "Verification Failure Description" table. You can click
"Export Settings Failed Number" to export and view the authorization failure information.

0 The person who fails the authorization, after modifying the corresponding failure information, can re- authorize

until the authorization is successful.

Pass management / Permission records / Permission details
Time: 2020-04-08 11:08:46 Types: Employee permission Operator: admin
Device name Permission progress Number of failures Number of successes
BCFCADO3SEFC — 1217121 2 119
8CFCAD036372 —— 1211121 2 119
8CFCADO38A43 — 121121 2 119

0 Revoke pass permission
Select a person, select a device, de-authorize, and click the "Save" button to start revoking the permission.
The de-authorization is the same as the "pass permission" logic, except that the selected person is removed

from the selected device.

5.2.2 Visitor pass permission settings

Steps: On the [Pass permission] page, click the "Visitor pass permission" button.

0  Pass permission
Select the visitor, select the device, pass permission and valid time range, and click the "Save" button to start

the pass permission. After successful authorization on the device side, the visitor can pass the gate to be

valid within the set effective time range



Pass management / Pass permission / Visitor pass permission

Step one: EREHEEEE ]

VisitorlD Name Phone number Creation time

No Data

Steptwo: Device Selection

Alternative devices list 0/3 Selected device list 0/0

- A All group

» ¥ Default group

Step three: Permission status selection

(@) Pass permission @ Revoke permission @
Starttime: | 2020-04-08 00:00
Endtime: 2020-04-08 2359

Cancel

Description of pass permission:

0 Click the Save button to start the pass permission. Present the current synchronization status of each device in
the form of a list, showing the device name, synchronization pass permission, number of successful and failed.
The person who failed the permission is recorded in the "Verification Failure Description™ table. You can click
"Export Settings Failed Number" to export and view the permission failure information.

0 Visitors who have failed authorization can revise the authorization after revising the corresponding failure

information until the authorization is successful.
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0 Revoke pass permission

Select personnel and equipment and revoke the permission. Click the "Save" button to start. Revoke
permission is the same as "Pass permission", except that the reassigned personnel are removed from
the original equipment.

5.2.3 Revoke permission

In the authorized personnel list, you can click the "Revoke permission" button behind the list record to
release the authorization. After the removal is successful, the corresponding employees and visitors will
have no pass permissions. You can also check personnel records and click "Remove permissions" for batch
operations.

o Are you sure you want to revoke the pass
permission of this people under the
(BCFCADD38A43) device?

i “

Pass management / Pass permission Employee pass permission

~ "W Default group
Portrait Portrait check Phone

W BCFCADD38A43 (126) photo status Pesnonci 1) b » number FapReation chiles i
W SCFCAD036372 (126) Fy
#® Checked 304 = 0 E:;p‘u Permanent o
W BCFCAD03SEFC (126) !
" e ' ® Checked 302 gui xuan i’:pb ;Zggooc Permanent w
T
e Emplo 1500000
v ) =i
-] ‘ ® Checked 301 B - e Permanent ®
. Visite 1510000 from 2020-04-08 00:00 to 2020-
% ® Checked 12 HE002 . G631 L L]
2
§ Empla 1500000
-] E ® Checked 303 caojian i dtine Permanent ®
5
. Visito 1510000 from 2020-04-08 00:00 to 2020-
® Checked 1" HE001
E e 5 ' 0000 0408 23:59 =
g ® Checked 199 SET ;”;p‘n ;333;3 Permanent ®
' ® Checked 193 T ;";p‘u ;;—’SZM Permanent ®

SmartPass



5.2.4 Refresh permission information

On the [Pass permission] page, click the "Refresh" button to refresh all authorized information in the list to

the latest state.

5.3 Blacklist monitoring

5.3.1 Blacklist monitoring settings

Steps: Enter the [Blacklist monitoring] page and click the "Blacklist monitoring settings" button.

0
1)

2)

Blacklist monitoring settings

Select the blacklist and device and snap to report. Click the "Save" button to start the blacklist
monitoring. After the device is successfully monitored, the person will be recognized and captured
when reporting through the gate.

Select the blacklist and device, choose to enable the snapshot report function, and enable the alarm
sound. Click the "Save" button to start the blacklist monitoring. After the device is successfully
monitored, the person will be identified through the gate, snapped to report and emit an alarm sound.



Pass management / Blacklist monitoring / Blacklist monitoring settings

Step one: [EEIEENEEEENTH]

BlacklistiD Name

Step two: Device Selection

Alternative devices list 0/3

Step three: Monitoring settings
@ Snapshot report @
Snapshot report and turn on alarm sound. @

Revoke blacklist monitoring

Description of Pass permission:

0 Click the Sure to start the blacklist monitoring. Present the current synchronization status of each device in the
form of a list, display the device name, synchronization monitoring progress, the number of successful and the
number of failed. The monitoring failures are recorded in the "Export Blacklist Monitoring Failure Information™
table. You can click the export table to view the monitoring failure information.

0 Blacklist personnel who failed to monitor, after modifying the corresponding failure information, can re- monitor

the settings until the monitoring registration is successful.

0 Revoke blacklist monitoring

Select blacklist and device, and release blacklist monitoring. Click the "Save" button to start the

release.

Phone number

No Data

Selected device list

0/0

Creation time



5.3.2 Identification record query

Enter the [Blacklist monitoring] page, click the "Identify Record Inquiry" button to enter the [Identify record
inquiry] page, and display the identification records of all blacklist personnel. Blacklist identification records
can be selected according to grouping, device, and date range inquiries.

Pass management / Blacklist monitoring / Identification records query

~ A Allgroup Date range: Q

» S8 Default group
Portrait photo Personnel ID Name Phone number Monitoring settings Date recognition

o o » Snapshot report and ” o
2 =gmo0! 15200000000 i i 2020-04-08 17-09:-25
turn on alarm sound

Snapshot report a
21 =z=200 15200000000 Slopohotranrt o 2020-04-08 15:05:21

turn on alarm sound

PN
i

Snapshot report and

21 EEE 15200000000 20200408 15:05:13
turn on alarm sound
7 =ez001 15200000000 enapsend 2020-04-08 15:0501

turn on alarm sound

Snapshot report and

21 =z2001 15200000000
turn on alarm sound

2020-04-08 14:59:28

Snapshot report and

=am001 2020-04-08 14:57.06
turmn on alarm sound.
_ _ Snapshot report and -
2 =z=00 15200000000 HPEERY 2020-04-08 14:56:53

o e

turn on alarm sound

“N
- |
1
T
\Glu

Snapshot report and

"y 15200000000 2020 0408 14:56:25
E Y | turn on alarm sound
a il 200 15200000000 Snapshot report 2020-04-08 14:55:33
/
fj 21 =200 15200000000 Snapshot report 2020-04-08 14:54-10
15total | 10Note/Page - T [ | 1 Page Jump

5.3.3 Remove monitoring

In the blacklist monitoring personnel list, you can click the "remove monitoring" button behind the list record
to release monitoring. After the removal is successful, the blacklist removes the snapshot monitoring or
alarm from the selected device. You can also check the personnel record and click "remove monitoring"
to perform batch operations.
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o Are you sure you want to revoke the blacklist
monitoring of this parson under (BCFCAD038A43)

devices?

Cenee! n

Pass management / Blacklist monitoring Identification records query Blacklist monitoring settings

~ ¥ Default groy
v FE Portrait check Manitoring

W BCFCA0038A43 (1) Portrait photo s Personnel ID Name Phone number i, Created date Operate
Snapshot
W BCFCAO036372 (1)
® Checked 21 =xzE00] 15200000000 e e £
W BCFCADO3SEFC (1) on alarm 13:55:33
sound
ltotal  10Note/Page ~ n 1 Page Jump

5.4 Permission records

[Permission records] The module contains the information records of the “Permission” and “Remove
permission” of employees and visitors, as well as the blacklist monitoring and contact monitoring setting
operations. You can enter the list to view the details of related records.
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Pass management / Permission records

Serial number Operator
23 admin
2 admin
21 admin
18 admin
7 admin
16 admin
15 admin
14 admin
13 admin
12 admin

Permission details are as follow:

Pass management / Permission recards / Permission details

Time: 2020-04-08 16:03

Types: Visitor permission

Device name Permission progress

BCFCAO03SEFC

Types

Visitor perm

Biacklist monitoring

Employee permission

Employee permission

Black

monitoring

Visitor permission

Blacklist monitoring

Employee permission

Employee permission

Employee permi

Operator: admin

Y

8CFCAQ0363

8CFCAO038443

Status

20total | 10Note/Page -

Number of failures

Time

2020-04-08 16:03:28

2020-04-08 16:03:18

2020-04-08 16:00:24

2020-04-08 15:35:32

2020-04-08 14:54:50

2020-04-08 14:44:00

2020-04-08 14:39:55

2020-04-08 14:39:20

2020-04-08 14:16:47

20200408 14:16:05

caojian

Search

Operate

Pege Jump

caojian

MNumber of successes



6.Chapter: Six System Management

6.1 Group structure

[Group structure] The module is used to manage the group structure and enterprise user information
management in the enterprise. The hierarchical relationship is created and managed by admin or
enterprise administrator.

=t ™) caojian
-

Usemame Belonging group Role types Recent login Operate

User s0a

soa

Ztotal | 10Note/Page = " Page Jump

6.1.1 Attribution of business data

0 Various business data generated by enterprise users will only be stored under the group structure
group in the enterprise where they belong, and all business modules in the enterprise are grouped
using the same group structure.

0 In the same enterprise organization structure, users at a high level can access business data in a low-
level structure. Conversely, low-level users cannot access high-level business data, and other
companies cannot access these data.

0 In the same enterprise group structure, business data between groups is visible within the group.

0 An enterprise administrator can manage all business data in the organization structure of the
enterprise but cannot access data of other enterprises.
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6.1.2 Group management

0 Create a group: select a group and click + to enter the [New Group] page. On this page,
you only need to fill in the group name and save it
0 Modify and delete operations: (omitted)

0 Group permission description: visible in the default group

New group

Superior group: Al group

* Group name:

Cancel Sure

6.1.3 User management

1] User creation

Click "Add User" to enter the [Add User] page. Select the group; fill in the username and password;
after confirming the password, group administrator and role, click "Submit", as shown below:

Note: By default, it is a normal user. After selecting a normal user, you need to select a role; if you
select an administrator, you do not need to select a role to have all the permissions under this group.

SmartPass



SmartPass Management Platform User

System management / Organization structure / New user

Username:
- A

Defauit T
8 Default user group e

Confirm password:
Group dministrator: Yes @ Mo
Role selection WAE

Group selection

0 Modify, query, delete operations: (omitted)

0 User password modification: Note that only administrators (admin or company administrators)
can reset passwords for users in the group. Reset the password to 123456.

0 Are you sure you want to reset your password?

Data cannot be recovered after reset. Please proceed

i “

cautiously!

6.2 Role management

[Role management] It is used to create and manage roles. Roles are used to control various business

function modules and function operations of users in the system. It is composed of different function

operation rights.

0  Description of roles

0 Each enterprise can create one or more roles with different permission scopes, which are used to
perform different functions for different users in the enterprise group structure.
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0 Role information is independent between enterprises and cannot be accessed by each other.

Note: The role of admin is the system super administrator, which can manage all the functional modules
and business data in the system. Among them, the functions of [System Settings] and [Enterprise
Management] can only be managed by admin users, other users cannot see these two modules, including
enterprise administrator users.

0 Role creation
Go to [Permission Management]-[Role Management], click the "Add Role" button to enter the [Add Role]

page.

System management / Role management / New role

* Role name:

# Rale permissions

Personnel list Visitor management Blacklist management

Pass permission Blacklist monitoring Permission records

System log

6.3 Business management

[Enterprise Management] The module can only be operated by the super administrator and is used to
create and manage enterprise accounts in the system. Each corporate account has corporate administrator
rights and can be used to log in to the system. After logging in to the system, the account can manage the
organizational structure, users, and roles within the enterprise, and can view and manage all business data
created by the enterprise users. But there is no operation authority for the [System Settings] and
[Enterprise Management] functions, nor can you see the data of other enterprise users.

Super administrators can create, modify, query, and delete enterprises, as shown in the following
figure:
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System ent / Business ent
Company code Company name Administrator name Phone number
5512350078915751 MEFAE, smt
1 total

Creation time

2020-04-08 10:59:44

10Note/Page ~

1

Operate
s W

1 Page Jump

Note: Enterprise delete operation is supported. After deleting an enterprise, all data associated with the

enterprise will be deleted, and the devices under the enterprise will belong to the admin default group.

6.4 System log

[System Log] The system log list on the page contains the user's operation date, function modules, log
details, operation results, operator results and other information records during the use of the system.

Systern management / Operation log

@ The operation log only records important operations, not all user actions.

Functional module: All

Start time:
Operation date Functional module
202004-08 19:07:39 Login
2020-04-08 19:07:31 Login
2020-04-08 19:07.02 Login
2020-04-08 19:06:29 Login
202004-08 19:04:39 Login
2020-04-08 18:41:11 Login

2020-04-08 18:30:17 Device management

2020-04-08 18:30:11 Device management
2020-04-08 18:30:07

Device management

2020-04-08 18:28:58 Device management

SmartPass

- Operation resutt; Al -

End time:

Log details
caojian, Login system

admin, Login system

cacjian, BRES

admin, BREH

admin, Login system

cacjian, BRES
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6.5 System setting

The system settings provide several functions such as "background server port", "message service port"
and "database service port configuration".

1) Support web service port configurable: background service port can be configured (between 9000-
9999), the default is 9000; message service port can be configured (between 7000-7999), the default
is 7788; database service port can be configured (Between 3000- 3999), the default value is 3307,
after setting, you need to restart the background to take effect.

2) System Time.
System management / System settings
Version: MIPS_GATE Basic_v2.2.0
System current time:  2020-04-08 19:12:11

Backstage service | 9000
port

Message service 7788
port

Database service 3307
port

3) Email Settings

After the email information of sender and recipient is configured in the email setting, the email notification can be

received after the passage record of abnormal body temperature appears in the background, and the email
containing the attendance record can be received periodically at a set period.

1) Mailbox type

There are two types of mailboxes: "Office" and "Other Mailbox". "Other Mailbox" is selected by default. When

the email to be sent is a non-Office mailbox, please select this option and fill in the parameters.

2) Sender email account

Enter the name of the email you want to send the message to. Note: Due to the different automatic judgment

policies and mechanisms of mail service providers, various restrictions of mail service providers may be
triggered if a newly registered email is used as the sender for frequent sending.

SmartPass



3)

4)

5)

6)

7)

8)

9)

10)

Email Password

Enter the email password of the email to be sent. Note: Different email servers may have different
requirements. For example, if QQ mail needs to open the authorization code separately in the setting page of
the account, then fill in the authorization code.

Mailbox protocol type
Please select the protocol type according to the type supported by the sender mailbox server, which is
usually listed on the help page of the email service provider.

Mailbox server
Please fill in according to the server address listed in the sender's mailbox server, which is usually listed on
the help page of the mail service provider.

Port number
Please fill in according to the port number listed in the sender's mailbox server, which is usually listed on the
help page of the mail service provider.

Email sending period setting
The email period with attendance record can be sent automatically once a week or once a month.

Email content setting

The abnormal temperature switch and attendance record switch are turned off by default. When the
"Abnormal Temperature" switch is turned on, a reminder email will be sent every time a abnormal
temperature record appears in the background.

After turning on the "Attendance Record" switch, the recipient's mailbox will receive an email containing
attendance record within 2 minutes after the first submission, and then the email containing attendance
record will be sent automatically once a week or once a month according to the specified time set.

Recipient information

If you fill in the recipient's email account, you can receive emails automatically sent from the background. You
can add/remove recipients by clicking the "+" or "-" icon on the right. Multiple recipients can receive abnormal
temperature emails and attendance records emails at the same time. The recipient's email addresses can be
filled in a maximum of 10 and a minimum of 1.

Note: Due to the different mechanisms of mail service providers, it is possible to mark emails with repeated
subject lines as spam. Therefore, this problem can be avoided by adding the sender's email account to the
white list in the recipient's mailbox.

Body temperature display settings

With this setting it’s selective to display body temperatures on pass records. If set display body temperature
was off the temperature would be displayed as Passed / Failed instead.

Sala5e SEnate

Hobe management
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7.Chapter Seven: Attendance Management

2020-08-14 - 2020-08-26

Body temperature

97.7°F

97.2°F

97.3°F

Passed

Passed

Failed

7.1 Attendance Rules

= Status: All ~ | Traffic status: All
Q
Device
Pass status
name

@ Body temperature is normal

® Body temperature is normal.

® Body temperature is normal

® Body temperature is normal

® No mask wearing.

® Abnormal body temperature.

8CFCAOQ04
1E69

SCFCA004
1E69

8CFCA004
1E69

SCFCAD04
1E69

SCFCA004
1E69

S8CFCA004
1E69

Access
direction

Face
recognition

Face
recognition

Face
recognition

Face
recognition

Face
recognition

Face
recegnition

Creation
time

2020-08-25
18:17:29

2020-08-25
18:16:07

2020-08-25
18:16:02

2020-08-25
18:16:02

2020-08-25
18:15:21

2020-08-25
17:28:55

[Attendance rules] Add, modify and delete related rules including shifts, holidays, public holidays, and
device groups, etc. are set in this module.

Attendance management / Attendance rules

Shift setting

Holiday settings

Shift Name

Day shift

SmartPass

Public holiday settings Device group settings

Shift (work time~off time)

Shift 1:09:00~18:00

Number of people

Operate



7.1.1 Shift settings

The shift setting contains a default shift. Click the new shift button to increase the shift. Click the modify
shift icon in the operation to modify the parameters in the current shift. Click the delete shift icon in the
operation to delete the current shift.

New shift
Click the New shift button to open the new shift settings interface.

Mew shifts
Shift name:
Shift settings: Add up to 4 shifts
Time Period Notes Operate
Work time: 09-00 Late 0 minutes is not late
Time1 o
Earlierfor | g to leave is not
Off time: 18:00
leaving earlier.
Overtime rules: Working hours are over 1 hours on weekdays and after work hours are later than 21:00 L counting as
overtime on working days
Public holiday / heliday work time is at least 1 minutes and work time is earlier than and work time is
later than counting as overtime.
Cancel m
Shift name

1) The name can be customized to enter no more than 32 characters.

Shift settings

1) The default is one shift. You can click the Add button to add shifts and set up to 4 shifts.

2) You can select / clear / customize the specific working / off time within the time period.

3) You can select and customize the minutes limit for late arrival and early departure in the notes.
4) Click the delete icon in the operation to delete this shift.

Overtime rules

1) You can manually enter and select the length of time required to work overtime on workdays and the
time off work.
2) You can manually enter the length of time required for overtime on public holidays and holidays, as well

as working time and off time.



SmartPass Management Platform User

7.1.2 Holiday settings

Click New holiday to customize the time period of various holidays. Click Modify to modify the parameters of the
currently set holiday. Click delete to delete the current holiday.

Attendance management / Attendance rules

Shift setting Holiday settings Public holiday settings Device group settings

# New festival

Festival name Start and end date HNotes Operate

No Data

New holiday
Click New holiday to open the new holiday interface.

MNew festival

Festival name:

Start and end dates: to

Motes:

Holiday name
The name can be customized to enter no more than 32 characters.

Start date & end date
The start date and end date of the newly added holiday can be customized.

Notes
It can be customized to enter no more than 50 characters to explain the holiday.

SmartPass
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7.1.3 Public holiday settings

You can customize the fixed weekly rest days (Monday to Sunday). Click Modify to modify the parameters
of the currently set public holiday. Click Delete to delete the current public holiday.

Attendance management / Attendance rules

Shift setting Holiday settings Public holiday settings Device group settings
Public holiday name Off day Operate
Official holiday Sunday; Saturday s o

New public holiday
Click New public holiday to open the interface.

MNew public holidays

Name of public heliday:

Off day: Sunday

Saturday

Friday

Thursday

Wednesday

Tuesday

Monday

Public holiday name
1) The name can be customized to enter no more than 32 characters.

Off day
1) You can select single or multiple choices from Monday to Sunday as a custom fixed weekly off day.

SmartPass
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7.1.4 Device group settings
You can customize the new device group and click Modify to modify the device group information. Click
Delete to delete a set device group.

e T TERF T2

New device group
Click New device group to open the interface

MNew device group

Device group name:

Select device: o Cancel edit

- A& All group
- ¥ Default group
B BCFCADD36450
Wl BCFCADDG4FIE

BW 1CCAE33BEB39

Device group name
1) The name can be customized to enter no more than 32 characters.

Select devices

1) The "Cancel edit" button is displayed by default. At this time, you can check the devices in each group of the
associated account. After clicking the "Cancel edit" button once, the display changes to "Edit button" and the device
check box is grayed out and cannot be checked.

SmartPass



7.2 Attendance Records

[Attendance records] The functions of this module include: query the attendance records of all employees
by time period and group, track employees by attendance status, query the daily attendance within a
custom time period by employee name and ID, and query the attendance of employees by date record and
export the query result list file to download locally.

Attendance management / Attendance records

- @& Allgroup Attendance records Q, Search employee name / 1D -

38 Default group
Employee Body
Name Date Employee ID First clock on not clock on

group temperature Suhe o

2020-04-23 Default group m Absence

2020-04-23 Default group ! Absence

2020-04-22 Default group m Absence

2020-04-22 Default group 1 Absence

2020-04-21 Default group m Absence

2020-04-21 Default group 1 Absence

2020-04-20 Default group m Absence

Ol @ o 6|06 |6

2020-04-20 Default group Absence

c]

Default group m

Default group

c]

62total  10Note/Page - Page Jump

Employee grouping list
1) In the list, the group name and group information are the same as the group data in [Employee list], which is

synchronized in real time according to the data changes in the employee list. After selecting all groups, the attendance
records of all employees are displayed on the right side of the interface. In the sub-group, only the attendance records
of the employees in the group are displayed.

Attendance records list - Employee name, Employee ID, Employee group
1) Display the name of the employee and the corresponding employee ID and employee group.

Attendance record list - Date

1) By default, the attendance record date of the day before the query date is displayed.
2) If the day's date belongs to a custom holiday, the "Holiday" icon will be displayed to the right of the date.
3) If the current day belongs to a custom public holiday, the "Off" icon will be displayed to the right of the date.

4) If today's date belongs to a customized holiday and public holiday, the "Off" and "Holiday" icons will be displayed
on the right side of the date.

Attendance - First clock on, Last clock on
1) The employee's first attendance is displayed in the first clock on, and the employee's last attendance is recorded in
the last clock on. If the employee did not attendance in that day, no data will be displayed.

Attendance - Status

1) If the employee commutes normally within the specified time during the day, the status bar will not display the
mark.
2) If the employee's attendance record is normal within the specified time, no mark is displayed in the status bar.



3) If the employee leaves early at the end of the day, the status bar marks early departure.
4) If the employee is absent from the day, the absence is marked in the status bar.
5) If the employee has overtime that day, the overtime mark will be displayed in the status bar.

6) If multiple marking conditions are met at the same time, the status bar will display multiple markings at the same
time.

Attendance records list - Operate

1) You can enter the Pass management - Pass record page to view the employee's attendance details for the day.

Search bar

1) Enter the employee name or employee ID in the search box and click the "Enter" to query the employee's
attendance record.

Range search
1) Click the arrow button to the right of the search box to open the Range search interface.

2 statistics

Attendance statistics Q, Ssearch employee name /1D - [ Export
b Employe I

e group € Employee name / 1D
» Default Date range 2020-03-24 - 2020-04-23

group

Default Status All attendance status b

group

[ The attendance status selects all by default. If you do not enter the date range and employee name, you can query
the current month attendance records of all employees.

[ Attendance status can be manually selected separately for normal, late, early leave and absent. You can also
customize the input or select the date and employee name / ID for a combined query within the specified range.

Export
1) Click the export button to download the employee attendance record form of the current query page to the local.

Turn page

1) By default, 10 attendance records are displayed on each page. You can manually click to select 15/20/25/50/100
records.

2) You can click the previous page and next page buttons to view the record. Click the first page and the last page to

jump directly to the first page or the last page to view the record. After entering numbers in the page number input
box, click Jump to jump directly to this page to view the record.



7.3 Attendance statistics

This module can query or export the data of normal and abnormal attendance, within a specified range of time,
working days, public holidays and overtime data on holidays.

Attendance management / Attendance statistics

- @& Allgroup Attendance statistics Q, Search employee name / ID = [ Export

$8 Default group
L Overti Overti
Employe Employe Normal Late e Absenc Overtime on sl e

& group eID days days ::'}_' edays working day

Hame on public con Operate
holiday holiday
Defautt

group

il 0 ) 23 : - -

Defauit b
va ‘ 0 ) 2 4 :

group

2total | 10Note/Page = 11 Page Jump

Employee group list
1) In the employee group list, the group name and group information are the same as the group data in the [Employee

list], and the data changes in the Employee list are synchronized in real time. After all groups are selected, the
attendance statistics of all employees will be displayed on the right side of the interface. The sub-grouping only
displays the employee attendance statistics of the group.

Attendance statistics list - Employee name. Employee ID. Employee group

1) Display the name of the employee and the corresponding employee ID and employee group.

Attendance statistics list — normal days, late arrivals, early departures, absences

1) By default, the statistics of the current month of the query date are displayed. The employee's normal days, late

arrivals, early departures, and absences will be displayed. If there is no record in the query time range, it will be
displayed as 0.

Attendance statistics list - Overtime on working days, Overtime on public holidays, Overtime on
holidays
1) By default, the statistics of the current month of the query date are displayed. It will display the total number and

hours of employees working overtime on working days, public holidays and holidays. If there is no record in the query
time range, it will be displayed as "-".

Attendance statistics list - Operate

1) Click the Attendance record icon on the left side of the interface to enter the Attendance management -
Attendance record page to view the employee's attendance record for the day.

2) Click the Attendance record icon on the right side of the interface to enter the Pass management - Pass record
page to view the employee's attendance details for the day.

Search bar
1) Enter the employee name or employee ID in the search box and click "Enter" to query the employee's attendance
data.

Range search
1) Click the arrow button to the right of the search box to open the range search interface.



3 Q Search employee name / ID - [ Export

L Employee name / 1D
Date range 2020-03-24 - 2020-04-23

Status All attendance status ”

[0 The attendance status is selected as all by default. If you do not enter the date range and employee name, the
default is to query the attendance data of all employees in the current month.

[ Attendance status can be manually selected separately for normal, late, early leave and absent. You can also
customize the input or select the date and employee name / ID for a combined query within the specified range.

Export

1) Click the export button to download the employee attendance record form of the current query page to the local.
Turn page

1) By default, 10 attendance records are displayed on each page. You can manually click to select 15/20/25/50/100
records.

2) You can click the previous page and next page buttons to view the record. Click the first page and the last page to

jump directly to the first page or the last page to view the record. After entering numbers in the page number input
box, click Jump to jump directly to this page to view the record.

8.Chapter Eight: Client Functions
8.1 Client Login

Steps:

1) After opening the application on the device, click the middle mouse button to pop up the password input box and
enter the default password: 123456 to enter the settings page.
2) Click Login Management to enter the login interface. Enter the same account password as the web page to log in.



Note: You need to enter the set device password before entering the login management, after logging into the
application settings and before exiting the application. The password can be set in the "Parameter setting" in the
[Device management] on the backstage web page or can be modified in the "App Password Settings" in the terminal
application settings.

Application management

After successful login, click the middle mouse button to open the [Application management] interface. The current
page displays the login information: local name, local IP, connected server, current login status, and login
management, application settings, face entry, application Six functions of information, pass record and face database.

Login management
After logging in, you can click "Sing out" to log out of the current account.



8.2 Application settings

Enter the [Application settings] page, which contains the following function settings:

Device nsme setting
Body temparature setling

identification parameter
sattings

Volume selling
Starl up setlings

Application information
settings

Recognition effect display

Password sellings

Camera resalution preview

zettings

Lock screen beightness
settings

Résiar time setting

Relay seitings

Others

Applkcation initialiration




8.2.1 Device name setting

By default, the device name is the MAC address of the device, which can be modified manually. After being logged in,
it will be synchronized to the background after modification, and can also be set in the "device details" in the [device
management] of the background web page.

8.2.2 Body temperature setting

Body temperature detection switch
1) Control body temperature detection function. You can choose to turn on or off, the default is on.

2) On: During the identification of personnel traffic, the interface will display and broadcast the body temperature
value after the face is recognized.

3) Off: During the recognition of personnel traffic, the outline of the face in the interface is automatically hidden. The
interface will not detect body temperature after the face is recognized.

Compensation temperature

1) When the ambient temperature may affect the detected body temperature, the compensation temperature can be
set to adjust automatically.

2) The compensation temperature value defaults to 0.3, and the setting range is 0 ~ 1, and a maximum of one decimal

can be reserved; "compensation +" is selected by default.
Example: Compensation +0.3 degrees, the problem is 36.1 during identification, then 36.4 is displayed.



Centigrade / Fahrenheit
Available to choose temperature in Celsius or Fahrenheit

Alarm threshold

Set an alarm threshold to control body temperature detection. When the body temperature alarm is turned on, the
identified body temperature exceeds the threshold and an alarm is issued. The default is 37.3, and only numbers
between 30.0 and 45.0 can be entered, and up to one decimal can be reserved.

Body temperature alarm

1) Control body temperature alarm function. You can choose on or off, the default is on.

2) On: When the detected body temperature is higher than the threshold, the interface displays the body temperature
and emits an alarm sound; if the body temperature is lower than the threshold, there will be no alarm.

3) Off: No matter the body temperature is high or low, there will be no alarm.

Mask detection
1) Control the mask detection function. You can choose to turn on or off this function, the default is off.

2) On: Recognize without wearing a mask. After recognition, the display style is a red background. Access is

prohibited. Please wear a mask. The voice broadcast "Please wear a mask"; wearing a mask can be recognized
normally.
3) Off: Does not detect whether to wear a mask during recognition.

Stranger Mode
Allow strangers (faces not exist in database) with normal temperature to access.

Stranger/Restricted Records

Centigrade Fahrenheit

on




8.2.3 Identification parameter setting

Test threshold

It is used when checking the pictures into the warehouse. The higher the threshold is set, the lower the requirements
on the pictures. It needs to be set reasonably. The default value is 17.

Number of recognitions

The number of times to identify whether a person is an already-entered person, the default value is 3.

Living portrait detection

Whether to enable live detection when recognizing personnel can be set to on or off, and the default value is off.

8.2.4 Volume setting

While logged in, the volume setting of the synchronization server can also be set locally.




8.2.5 Start-up settings

Auto-star
The application will start automatically when it is turned on, and it will not start when it is turned off.

Application daemon
The application will automatically jump back to the playback interface within 30 seconds after opening the application
page when opening, and not automatically when closing.

Application thread guard
When the camera is turned on, an abnormality occurs and the camera restarts.

8.2.6 Application information settings

After setting, the camera displays or hides the bottom information bar in full-screen display; default: display, which can
be set to show or hide.




8.2.7 Recognition effect display

Set the effect of face recognition, including the display when the recognition is successful (the default value displays
the image) / when the recognition fails (the default value is turned on the red light), the fill light display (the default
value of the three-color light), as shown in the figure:

8.2.8 Application password settings

1) Enter the login management, enter the application settings after login, and exit the application before you need to
enter the set device password, the initial password: 123456.

2) The password can also be set in the "Parameter Setting" of [Device Management] on the background web page.
3) Enter the original password, new password, confirm the new password, and save it to modify the password; the
password length limit: 1-6 digits, cannot be set to blank.




8.2.9 Camera preview resolution setting

Set the camera resolution when performing face recognition. The default value is 1280 * 720.

8.2.10 Screen-saver brightness setting

Screensaver

1) When face recognition is not required, a screensaver is required. After recognizing a face, jump to the home page.
2) The app starts to display the homepage, there is a face recognition homepage within 30s, and no face recognition
screensaver within 30s.

Screen-saver brightness setting
Adjust the brightness value displayed on the screen saver, drag the set value, and save it.




8.2.11 Device restart time setting

Set the device restart time: hour-minute (default value 03:00) and 24-hour system. If you choose to restart, the device
will automatically restart at the selected restart time. If you choose not to restart, it will not restart. The default value is
to restart.

8.2.12 Relay settings

Relay mode:

0: indicates no automatic closing mode, that is, it will not automatically close after opening the relay, the default value.
1: Indicates automatic closing mode (high effective-default low level, then high level for X seconds, and finally low
level). That is, after opening the relay, a delay of X seconds will automatically close.

2: Indicates auto-close mode (active low-default low level, then high level for X seconds, and finally low level). That is,
after opening the relay, a delay of X seconds will automatically close. Delay time: The default unit is 5 seconds, and the
maximum value is 63 seconds.




8.2.13 Others

Upgrade firmware of temperature module

The firmware of the temperature measurement module can be manually upgraded through application settings. First
insert the U disk, and then enter the temperature measurement module upgrade function of the application settings to
select the firmware that can be upgraded for manual upgrade. After the upgrade, you can view the version number of
the new firmware of the temperature measurement module. (The firmware file needs to be placed in the root directory
of the U disk, and the file name must be updateTemp.bin

Callback settings

1) This setting includes on and off.

2) On: You need to enter the callback address; the callback address is implemented according to the callback
interface document provided by us.

3) Off: The callback function is turned off; the recognition record is not callback.

Update lemperature hardwane

on o

8.2.14 Application initialization

The application initialization function will clear all data in the application and restore it to its initial state,
including user login information, entered face information, access records, and settings in the application
settings.



Application initialization

Including:

8.3 Face portrait entry

You can enter personnel information locally, collect faces, enter employee ID, name, gender, and save. After the entry
is successful, it will be synchronized to the background; after the face is collected, the picture will be verified, and the
verification result will be displayed.

8.4 Personnel import in bulk

In addition to a single-entry method, you can also import personnel to the client in batches via a U disk. The import
method adopts excel format and folder method. The detailed operation steps are as follows:

1. Create importVip directory with U disk.

importip D203 -1

2. Put the excel file in the importVip directory, please refer to the template file for the excel template. Note
that excel 2003 is used and can only exist in one excel file.

+ B » 4320 D) » impoetip
A 1 d =1
kil
images

&7 Brracrnel izt tmmalate_anady



3. Create an images directory to store the face photos of the people to be imported. The photo name is the
employee ID of the excel form, and the photo supports png or jpg format.
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4. Insert the USB port of the device after it is created and import it automatically. The current total number
of imported people, successful people and failed people will be displayed.




5. After the import is completed, a fail folder will be created under the importVip directory, and a
description of the reason for the import failure will be generated.

Import face information in batches

Importing fz mation in batches, please

MNumber ¢

Mumber of failure ]

LHEERE » 4520 (D) > importVip » fail v & mEfail
s i
~ER FEH R il Fh
(B 2020-04-08-19-17-06 Fail_informationxls 32020/4/8 1917 Microsoft Excel ... 4 KB

-

8.5 Pass records

By default, the travel records of the current day are displayed, and the data of the travel records can be queried and
exported by day (the data of the current day is displayed by default, and the export record needs to be inserted into a
U disk). The name, identity, time of passage, temperature and snapshot of the passage will be displayed.

8.6 Application information
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Display application and terminal system related information, as shown below:

8.7 Face database

The face database page can view the face database information of the current device. The list will display the name,
identity, expiration date, type and pictures. Records can be deleted, and local personnel can also be uploaded to the
background.

Enter face
Infarmation




8.8 Identify the home page
Homepage description

1) The top information bar: The time information bar will automatically synchronize the server time and day of the
week.

2) Camera screen: The camera screen is displayed in full screen, and the recognition result is displayed when
passing through.

3) The bottom information bar: The company name, number of people, photo, MAC address, IP address and version
number will be displayed.

1. Company name: The default is to set the company name, which can be set through the background.

2. Number of people and photo information: The number of people refers to the total number of people in the device,
and the number of photos is the number entered in the face database, which changes automatically after
synchronizing data.

3. MAC address: It is the mac address information of the current device.

4. Version number: the current version number of the client.

5. IP address: It is the current IP of the client. If there is no address, the display is blank, and the address needs to be
displayed dynamically.

Pass recognition
It can be identified based on the person's identity. You can also check the body temperature of the
identified person, whether to wear a mask, and display the identification results.

8.9 Others

Person & Paper Comparison

The client accesses the ID card to identify the peripherals, and the device ID is set to "Person & Paper comparison".
Swipe the ID card on the peripheral device. When the ID card matches the currently recognized person, the gate will
be opened.

Client languages
The English version has been adapted. After exiting the client, the system language is set to English, and the interface
automatically changes to the English version after entering the application.
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